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Build end-to-end loT solutions — Workshop Series

https://aka.ms/loT-online-workshop

@ Transform your business with loT

o Devices and device communication

. Device provisioning at scale

° Messaging processing, analytics, and business integration

G Work with Azure loT Edge


https://aka.ms/IoT-online-workshop

Transform your business with loT

Internet of Things Opportunities & Business Transformation Across Industries
Architecture of an loT Solution
Microsoft loT Overview & Real-World Scenarios

Lab: Getting started with Azure loT Basics

* Create an Azure dashboard and resource group.
 Create an loT hub using the Azure portal.
« Examine features of the Azure loT Hub service.

* Create a Device Provisioning Service and link it to your loT hub.

Developer Resources
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The new era of digitization
across industries

Transportation

People and goods
moving reliably, more
safely, and using
less energy

4

Energy

More efficient,
cleaner power,
and using less &

of it across industries H

Manufacturing
Realize efficiency, Smart Cities

automation, customer More sustainable,
centricity and tap into M prosperous, and
Y

Agriculture

Better yields and
higher quality

' with fewer resources
and less waste

Nnew revenue sources economica”y
competitive cities

Healthcare

Improved quality
and better
outcomes for
patients, anywhere

Retail
Better customer
experiences,
new market
opportunity




o1 In Healthcare



loT is enabling more agile, preventative and personalized care

©)

89% of health organizations 85% see loT as critical to 78% want to apply more loT to
are adopting loT overall success their business

loT Signals Report: Health Spotlight, Microsoft, February 2020

®
O 248 ©®

. Reduce chances Help care teams be Unlock cost
TOp b?nef.lts fOI‘ health for human error more prOdUCt|Ve Savings &
organizations that adopt increase revenue
loT: 2 = o
Lower Hospital Improve
Readmissions traceability of Ensure regulatory
equipment, compliance
supplies & consistency and

inventory patient privacy



Top use-cases in healthcare
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Continuous Patient Monitoring Inventory Management for Medical Supplies Smart Hospital Equipment
Extend patient care beyond the hospital walls, Track inventory along your supply chain to Gain insights from your hospital equipment
reduce re-admissions, and manage chronic detect theft, prevent outages and develop agile monitor and manage equipment
>
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Healthcare Manufacturing Smart Hospital Building Cold-chain supply tracking
Ensure medical devices and products Optimize operations for care teams, patients, and Build a transparent, secure, and climate-
maintain the highest levels of quality and their support networks controlled supply chain for your pharmaceuticals
comply with industry standards along the
supply chain
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LY RANCHO LOS AMIGOS

NATIONAL REHABILITATION CENTER

AMIG
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Customer:

Rehebitaton Conter What |f you could take the best of wearable technology, the best of prosthetlcs and orthotlcs
Industry: and the best in cloud computing and create a solution that allows physicians to work on a

Health Provider treatment with their patients, rather than forcing it on them? That's what we've set out to do at
Size: Rancho Los Amigos with Sensoria Health and Microsoft Azure.”

1,000-9,999 employees
—Dr. David Armstrong, Dr. David Armstrong, Cofounder of the Southwestern Academic Limb Salvage Alliance (SALSA) at Rancho Los Amigos National

Country: Rehabilitation Center and University of Southern California (USC), Coeditor of the American Diabetes Association’s Clinical Care of the Diabetic Foot, and

United States Professor of Surgery at Keck School of Medicine, USC

;rzfo‘;tfst aA';‘jrsee""'ceS: Situation: Solution: Impact:

ﬁiji 'Aogl %er“;r:l'R Every 20 seconds, someone has a leg or Using a combination of Internet of This new data-driven approach results
foot amputated due to diabetes-related  Things (IoT) sensors, medical in stronger doctor-patient
complications.. Once the amputation devices, Microsoft Azure loT Central,  relationships and more proactive care.
takes place, five-year mortality is and Azure API for FHIR, the team The data can be shared easily and
between 50 and 75 percent. Doctors created the Optima Molliter Motus highly securely across multiple
and software specialists set out to Smart connected boot. Doctors and  clinicians while helping them maintain

=. Microsoft address this with a wearable, cloud- patients alike receive data from the compliance with relevant privacy laws.

connected orthotic device. boot to help them improve healing.


https://customers.microsoft.com/en-US/story/779843-rancho-los-amigos-health-provider-azure

loT In Manufacturing



loT is driving the fourth industrial revolution in manufacturing

92% of manufacturers 87% of loT decision makers 96% of manufacturers are
consider loT critical to the in manufacturing have satisfied with the value loT
success of their company adopted loT adds to their company

IoT Signals Report: Manufacturing Spotlight, Microsoft, July 2020

Azure loT value prop for industrial organizations:

7 ‘ e X

Unify your business data to scale Avoid vendor lock-in with open Leading industry-specific Reduce time-to-value with seamless
quickly across the enterprise with source and open industrial compliance and end-to-end security integration with platforms from leading
common data models interoperability standards from the device to the cloud industrial 10T partners with Azure loT



Top use-cases in manufacturing

Q

Continuous-based Monitoring

Monitor key parameters of equipment to avoid
premature and expensive equipment
maintenance costs, extend the lifespan of your
machinery, and avert critical downtime.

Intelligent Supply Chain

Ensure the quality and authenticity of in-transit
products by tracking materials and monitoring
resource consumption with loT sensors connected
throughout the supply chain.

»

Predictive Maintenance

Mitigate disruptions by applying advanced
analytics and machine learning to your
production to ensure uptime through automatic
alerts trigged by manufacturing data.

i

Facility Management

Optimize energy consumption, space utilization,
and workforce productivity within the factory.
Increase worker safety and save money by
efficiently managing the plant.

Overall Equipment Effectiveness

Generate critical insights of how well your plant is
performing relative to its designed capacity by
measuring availability, performance, and quality

of your production.

_

_
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Asset Tracking

Avoid expensive equipment loss, minimize
operational downtime, and enhance the
productivity of first-line workers by tagging
assets, equipment, and tools.
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Enabling a
digital feedback loop

o Data: Capture digital signal across business
2 Insight: Connect and synthesize data

9 Action: Improve business outcomes

peeper relationshipg

o
Customers , ®a Employees
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Better products



Fueling opportunities
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$267 billion +$100 million 94%

Predicted USD spend on loT Average increase operating Percentage of businesses projected
by manufacturers by 2020 iIncome among the more digitally to be using loT by the end of 20213
transformed enterprises?

X
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80B $130B 80% $100M
Connected “things” by 2025 New monetization avenues Companies that increased revenue Average increase in operating
generating 180ZB of data due to loT-related services as a result of loT implementation income (avg. 8%) among the most

digitally transformed enterprises



Innovations enabling new opportunities

Digital Twins
Al
Edge M

Cloud loT 9

o— —o— ¢
Globally available, unlimited Harnessing signals from sensors Intelligence offloaded from Breakthrough intelligence Create living replicas of any
compute resources and devices, managed centrally the cloud to loT devices capabilities, in the cloud physical environment, track

by the cloud and on the edge the past and predict the future

©Microsoft Corporation
Azure



Microsoft loT

Innovations in loT from cloud to edge

£ & S o

Simplifying loT Securing loT Bringing Al to Delivering spatial
operations endpoints the edge intelligence at scale
Preconfigured solutions to Proactively monitor loT Real-time intelligence Manage physical world with
accelerate the most common devices to implement security running where the data digital models across smart
loT scenarios best practices resides spaces

__

Largest and fastest-growing partner ecosystem from intelligent edge to intelligent cloud

We're dedicated to improving every facet of l1oT for business, and we’re investing $5 billion to do it.



What we learned from customers in our loT Signals survey

[
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I l -. 48% Cite lack of skilled workers for loT solutions
¢ =

I @ 97% Security is top of mind

Source: loT Signals
https://azure.microsoft.com/en-us/iot/signals/

88% See loT as critical to business success



https://azure.microsoft.com/en-us/iot/signals/

What we learned from customers in our loT Signals survey

The need for

I 88% See loT as critical to business success ==) comprehensive
Jul

loT services

Source: loT Signals
https://azure.microsoft.com/en-us/iot/signals/



https://azure.microsoft.com/en-us/iot/signals/

Microsoft loT

Broadest portfolio

Industry ‘\ a \T/ r h ' .-.

Solutions Manufacturing Retail Agriculture Energy Smart Cities Healthcare Transportation
loT app Azure Dynamics Connected
services loT Central Field Service
1 . . .
loT core I:% Azure loT Hub Azure Digital Twins Azure Time Series Insights
services Azure loT Hub Device A S ity C for loT
(Paa$) Provisioning Service Azure Maps zure Security Center for lo
loT E.dge Azure loT Edge Azure Sphere Azure RTOS Windows loT
offerings

Microsoft Azure

Infrastructure | Data| Al | App Dev



Microsoft's comprehensive 10T product portfolio

¥
Azure loT a y h '
PrzichJrity Verticals \ \T/ .- 3

Manufacturing Retail Agriculture Energy Smart Cities Healthcare Transportation
Azure loT ‘ Azure loT Central Azure loT Reference N, Eg?;?éi\s/iggnnected
Solutions (SaaS) Architecture V
(SaaS)
Azure loT Hub Azure Stream Analytics Azure Active Directory
Azure Security Azure loT Hub Device Azure Cosmos DB Azure Monitor
Center for loT Azure | Provisioning Service Azure Al Azure DevOps
Services for loT L 3 & Azure Digital Twins Azure Cognitive Services Power Bl
Azure Time Series Insights Azure ML Azure Data Share
Azure Maps Azure Logic Apps Azure Spatial Anchors
Azure RTOS Windows loT Azure ML
loT & Edge . :
. Azure Sphere Azure Certified for loT—Device  Azure SQL
Device Support : Catal :
Azure loT Device SDK atalog Azure Functions
Azure loT Edge Azure Stream Analytics Azure Cogpnitive Services

Data Box Edge Azure Storage



Transform your business with loT

Internet of Things Opportunities & Business Transformation Across Industries

Architecture of an loT Solution

Microsoft loT Overview & Real-World Scenarios

Lab: Getting started with Azure loT Basics

* Create an Azure dashboard and resource group.
 Create an loT hub using the Azure portal.
« Examine features of the Azure loT Hub service.

* Create a Device Provisioning Service and link it to your loT hub.

Developer Resources



Architecture of an loT solution
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A More Realistic View... ol olerance

Data storage

Enterprise integration Cloud-to-device Business process integration
commands Cold path analytics
Device recovery Solution scale Operations monitoring

High availability
Updating devices < > N
Provisioning
Device lifecycle Transport protocols = devices

Things == |nsights  "eresneeic - Actions

Device updates Data ownership

Data visualization

W certification Manufacturing scale Industry and government compliance

Device commercialization . . .
...and why loT needs simplitying

Securing data



High-level loT Architecture
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High-level loT Architecture

Stream processing and

Provision Cloud rules evaluations over data Stream
and send > .
data from Gateway Processing
devices to
Cloud
= 1
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. — 1]
Devices Device Management : : Store data ) Storage
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High-level loT Architecture

Cloud

loT
Devices
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Things

Provision Cloud rules evaluations over data Stream
and send > .
data from Gateway Processing
devices to
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High-level loT Architecture

Ul &
reporting
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Configure and control
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Visualize data and learnings

Stream processing and
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Transform your business with loT

Internet of Things Opportunities & Business Transformation Across Industries
Architecture of an loT Solution
Microsoft loT Overview & Real-World Scenarios

Lab: Getting started with Azure loT Basics

* Create an Azure dashboard and resource group.
 Create an loT hub using the Azure portal.
« Examine features of the Azure loT Hub service.

* Create a Device Provisioning Service and link it to your loT hub.

Developer Resources



High-level loT Architecture
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Azure loT Hub

Platform as a Service (PaaS)

> @ O & " ¥

Enhance security  Provision devices at scale Manage devices at Multi-language  Easily integration

Establish bi-directional
communication with with per device with loT Hub Device scale with device and open source  with other Azure
billions of 10T devices authentication Provisioning Service management SDKs services

Connect, manage and monitor millions of devices at scale

Rockwell
Automation

] Rolls-Royce ECOLAB Sdé"g?eigﬁf

. MAERSK Honeywell @ BUHLER Y CRESTRON.



loT Hub and Device Provisioning Service

.
A Azure loT Hub

2

Bi-directional
communication
Millions of Devices

Multi-language, open source
SDKs

HTTPS/AMQPS/MQTTS
Send Telemetry
Receive Commands
Device Management
Device Twins

Queries & Jobs

7]

Enterprise scale
& Integration
Billions of messages
Scale up and down

Declarative Message Routes
File Upload
WebSockets & Multiplexing
Azure Monitor
Azure Resource Health

Configuration Management

9,

End-to-end
security
Per Device Certificates
Per Device Enable/Disable
TLS Security
X.509 Support
IP Whitelisting/Blacklisting
Shared Access Polices
Firmware/Software Updates

Azure Security Center Support

Device

@\) Provisioning Service

loT-scale automated
provisioning
Zero-touch provisioning

Centralize your provisioning
workflow

Load balance across multiple
loT Hubs

Re-provisioning support
Supports TPM + X.509



MAERSK

With Azure loT Hub, Maersk provides near
real-time updates to their customers about the
state of their products in transit, no matter where
on the planet it is.

“With Azure loT Hub, we have seamless
two-way communication between our loT
platform and devices.”

“Being able to set up Azure loT Hub globally in
different locations and regionalize data ingestion
opens up many future options for us.”

-Siddhartha Kulkarni, Digital Solutions Enabler, A.P. Moller - Maersk




Transform your business with loT

Internet of Things Opportunities & Business Transformation Across Industries
Architecture of an loT Solution
Microsoft loT Overview & Real-World Scenarios

Lab: Getting started with Azure loT Basics

* Create an Azure dashboard and resource group.
* Create an loT hub using the Azure portal. ﬁ https://aka.ms/IntroAzureloTLearningPath

« Examine features of the Azure loT Hub service.

* Create a Device Provisioning Service and link it to your loT hub.

Developer Resources


https://aka.ms/IntroAzureIoTLearningPath

High-level loT Architecture
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loT application pattern + edge intelligence

Azure loT Hub

e "1
o O

L®°

Cloud
Gateway

Insights Actions




loT Edge

Run Azure Al, Azure Services and Custom Services directly on loT devices

Offload Al and Operate offline or Respond in real time Open source, Simplify development
analytics workloads with intermittent since analytics happen cross platform, using language skills
to the edge connectivity at the edge container-based you already have

edge runtime

Cloud intelligence deployed locally on loT Edge devices

KOMATSU NuVOCO @ il ZRIDGESTONE

Ex¢onMobil D




NEWCREST

MINING LIMITED

Newcrest Mining Limited—an international mining
company based in Australia— partnered with
Microsoft to develop an intelligent 10T solution,
enabling the company to manage operations with
greater insight, efficiency, and precision.

By using an Azure loT solution to collect data and
push Al workloads to the edge, Newcrest optimizes
operational performance and predictive
maintenance—thereby reducing unplanned

downtime and delivering quantifiable financial value.

“Azure loT Edge has enabled Newcrest to build
and deploy new machine learning models to the
edge in a matter of days instead of months”

Newcrest customer story and video

Mining firm uses loT and
data science to cut
downtime, reduce cost



https://customers.microsoft.com/en-us/story/748761-newcrest-mining-azure-iot-insight-australia
https://play.vidyard.com/ZjRjgthjcxwDAwonocKx9j.jpg?

Windows for loT
The foundation for your intelligent edge

ST D O

Smart Secure Fast
Quickly get loT devices to

Easily run Al/ML at the edge Keep devices secure .
with Windows ML and for the long term market with out-of-the-box
support for Azure loT Edge with turnkey platform security Operating System

Built on the foundation of 900M active Windows 10 devices

R kw II ) Keith & Koep
ADVANTECH Ib<=X Aufomation P A -
/ -
xX0GO Johnson /))I(' ActionPoint TREKSTOR

DECISION SIGNAGE Controls



Windows for loT — Scalable Solution Platform

. . ® —.
' L [ ]
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Windows 10 loT Core Windows 10 loT Windows Server loT SQL Server loT 2019
and Services Enterprise 2019
For small-footprint, For fixed-function, For the most demanding edge For embe?ﬁe? TIO|Uti0nS f

i i : requiring the full power o
smart devices smart devices computing workloads SC?L Serger P
Prototype and commercialize Locked down, full edition
lower cost devices of Windows 10

10 years of support, security and manageability




Dover uses Microsoft loT to deliver m

personalized experiences and targeted TTITIT
advertising right at the pump

Microsoft Partner Dover Fueling Solutions (DFS) has created a
groundbreaking Internet of Things solution to inject fun, personality,
and more profits into the mundane task of fueling up the car. The
solution, iSenseTM remote monitoring, enables fuel pumps to
connect with a customer, remembering past purchases so the
dispenser video can highlight relevant products inside for purchase.
That makes a customer feel special — and brings more income to the
station’s bottom line. It's a “virtual handshake” between the station
manager and the customer.

Fueling station owners have long wanted to better connect with
customers, as well as to boost store sales. The DFS iSense remote
monitoring helps Country Corner, near Austin, Texas, do all of that —
making what had been a chore, fueling up the vehicle, a fun,
personalized experience. The solution connects fuel pumps with the
customer’s past purchases, and video preferences at the dispenser and
more. That means happier customers, and more profits for the station.

“The DFS solution will present the customer with relevant and
customized information, videos, news, and music, making that
experience fast, simple, relevant, friendly, and fun.”

-Scott Negley | Director of Dispenser ProductsDover Fueling Solutions (DFS) ) ) )
Solution leverages Windows 10 loT Enterprise, Azure loT

Hub, and Stream Analytics



Azure RTOS

Enabling new intelligent capabilities

) 2 X

Reliable, real-time Easy-to-use solution Access to
performance that enables faster time the power of
for resource- to market Azure loT

constrained devices

Over 6.2 billion deployments, making it one of the most deployed RTOS in the world
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High-level loT Architecture
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Azure Time Series Insights

loT analytics solution giving you real-time insights

o - -
Q= i =

Ingest and process loT data Warm and cold data Powerful visualization Contextualization of
without extra coding or analytics for quick of I9T data for. real data based on your
data preparation interactions with stream time analysis custom model

and historical data

Turn data into actionable insights in seconds

E M bl m o Chevron . .
£h==== XonEner;.yIivels-shere“ Folt ) ‘v eNGie ACthﬂPOlnt
Dairy for life



Azure Time Series Insights

loT analytics solution giving you real-time insights
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ActionPoint

ActionPoint partnered with Microsoft and Dell
Technologies to develop 10T-PREDICT, an industrial
loT solution for predictive maintenance that
incorporates machine learning, data analytics,

and other advanced capabilities

“loT-PREDICT exposes your industrial data to the
Azure loT stack, so you can explore the data using
Time Series Insights, you can use Stream Analytics to
take action with the data by setting up queries and
alerts based on various performance thresholds, and
you can report on the data using Power Bl and share
it with other applications.”

Innovative IoT solution helps
manufacturers predict and fix
problems before they occur

-lvan O'Connor: Head of loT

ActionPoint customer story



https://customers.microsoft.com/en-us/story/actionpoint-discrete-manufacturing-azure-analytics

A platform of geospatial APIs for the enterprise

10
v
Maps

Render maps and satellite
imagery across many

geographies in several styles

Traffic

Real-time traffic flow and
incident detail, measuring
distance to back or front of
the line

capabilities

<D

SDKs
Web and Android SDKs to
integrate Azure Maps into
applications

§
il
Time Zones
Obtain time zone and current
time information from any
location

Historical, Current and Predicted
Weather Services with Radar and
Satellite maps

Multi-algorithmic routing,
batch routing and matrix

>

Routing

interest,

routing multitude

©

Geolocation
Query for the location
of an IP address

Find addresses, points of

s

Mobility
(Public Transit)
Get real time intelligence on

A

AzureMaps

Jo

Search Spatial Operations
Create Geofences, measure
great circle distance, closest

point and point in polygon

—
o=

landmarks, using a
of search algorithms
or in batch

Data Storage
Host your private map data in
Azure Maps

public transit services

Integration with Power Bl w/ rich data
service and more powerful capabilities

Azure Maps services availability
through Azure Government Cloud



Azure Maps

Geospatial APIs to add maps, spatial analytics, and mobility solutions to your apps

‘/‘\\ &
& o~ 0

[ J [ J ®
Get world-class Build location Create rich data Use Azure Maps with
location and mobility intelligence solutions visualizations for your open source and other
technology for loT and Al web and mobile apps familiar map controls

Put location intelligence to work for your enterprise

cagdaakt AIRMAP i BeCad




A platform of geospatial APIs for the enterprise

10
v
Maps

Render maps and satellite
imagery across many

geographies in several styles

Traffic

Real-time traffic flow and
incident detail, measuring
distance to back or front of
the line

capabilities

<D

SDKs
Web and Android SDKs to
integrate Azure Maps into
applications

§
il
Time Zones
Obtain time zone and current
time information from any
location

Historical, Current and Predicted
Weather Services with Radar and
Satellite maps

Multi-algorithmic routing,
batch routing and matrix

>

Routing

interest,

routing multitude

©

Geolocation
Query for the location
of an IP address

Find addresses, points of

s

Mobility
(Public Transit)
Get real time intelligence on

A

AzureMaps

Jo

Search Spatial Operations
Create Geofences, measure
great circle distance, closest

point and point in polygon

—
o=

landmarks, using a
of search algorithms
or in batch

Data Storage
Host your private map data in
Azure Maps

public transit services

Integration with Power Bl w/ rich data
service and more powerful capabilities

Azure Maps services availability
through Azure Government Cloud



Worker Safety Using Geofencing

 Track Equipment & Workers in
Mines & Construction Sites

« Geofence Dangerous Areas

* Trigger Warnings when workers
enter a danger zone AN

VEHICLE ENTERING

DETECTION ZONE

PERSONENTERING
DETECTION ZONE




Azure Maps Web
SDK Samples

http://aka.ms/AzureMapsDemos


https://azuremapscodesamples.azurewebsites.net/

What we learned from customers in our loT Signals survey

The need for solutions that

[
‘e’ O : : : enable rapid application
l ‘. 48 /O Cite lack of skilled workers for loT solutions == development without
v =

cloud development skills

Source: loT Signals
https://azure.microsoft.com/en-us/iot/signals/



https://azure.microsoft.com/en-us/iot/signals/

Microsoft loT

Broadest portfolio

Industry “\ a \T/ r h ' .-.

Solutions Manufacturing Retail Agriculture Energy Smart Cities Healthcare Transportation
loT app Azure Dynamics Connected

services loT Central Field Service

loT core Azure loT Hub Azure Digital Twins Azure Time Series Insights
services Azure Security Center for loT Azure Maps

Ioc')f-il:-eEI(Ii‘lggeS Azure loT Edge Azure Sphere Azure RTOS Windows loT

Microsoft Azure

Infrastructure | Data| Al | App Dev



Your options for building loT solutions
1. Build from the ground up

The issue: Designing, integrating and maintaining dozens of
individual services requires extensive expertise, time and
financial investment

Manage
Azure loT Device SDK < > R View and manage solutions
31 Party Industry specific sensors & devices Functions ( e
(RTOS, Linux, Windows, Android, i08) | " sql Azure Web‘prs = E
Power BI Mobile Apps

.“

L -
} e I:}\ (o) (&

Edge Modules: Event Hub Vaps
&3 « Protocol Adaptation loT Hub 7N\ PowerApps Web Apps
<3 * Functions Device o~ _~_\,
Azure * Stream Analytics Provisioning @) . .
loT Edge * Machine Learning > Service ° Tlme_ Series
N : Insights Key Vault
A L? Business Integration
= +
©@ E] @J /O AT ; Azure Stream  ~ oD Connect to business apps & services
antal?er Data Analytics Aoplicati
egistry Explorer pplicatio D ;
i — namics 365
t Kubernetes n Insights y
Service Compute Office 365
Storage VM . .
. Content J (VMs) Resource 3 Party applications
— Domain Delivery Manager
— Name Network Microsoft  (ARM)
Secured MCU Secured OS  Cloud Security System Service Bus Front Door Flow

Azure Sphere

Azure Security * Integrated view for CISO & SecOps personas to review enterprise security posture, including loT solutions.
Center for loT * Holistic view of |oT solution security posture for DevOps and loT solution managers to review and manage day to day security status



Your options for building loT solutions
2. Build with a fully managed loT app platform

o < >\\
- ~

AP

Azure loT Device SDK >

3rd Party Industry specific sensors & devices
(RTOS, Linux, Windows, Android, iOS)

!

Azure loT Central
Build with Azure loT Central, our loT App Platform

il <e)

Simplify production-ready loT solution development
 Simplify setup, reduce management burden, operational

& Edge Modules: costs, and overhead of a typical loT project.
+ Protocol Adaptation : ' ) -

—<d : Functions — - Bring solutions to market faster, while staying focused on
Azure * Stream Analytics L=>
|°-|-Z|Ejdge * Machine Learning your customers

o Al
= v" Highly secure v' Predictable pricin
@ B O A O &7 ghly P g

v Enterprise-grade v" Industry-focused — T

i

System . TE T Stora L\ IVITLTUSUITL
— y . Service Bus Content E%nt Door (VMs) Flow Resource
L .a Domain Delivery Manager
Name : Network Microsoft ~ (ARM)
Secured MCU Secured OS  Cloud Security System Service Bus Front Door Flow

Azure Sphere

* Integrated view for CISO & SecOps personas to review enterprise security posture, including loT solutions.

Azure Security
* Holistic view of 10T solution security posture for DevOps and IoT solution managers to review and manage day to day security status

Center for loT

0

Manage

View and manage solutions

d

Power BI Mobile Apps
.‘
o) (&
PowerApps Web Apps

I

Business Integration

Connect to business apps & services

Dynamics 365

Office 365
3 Party applications



PaaS vs. Managed App Platform:

FINDING THE RIGHT IOT SOLUTION FOR YOUR BUSINESS

Platform Services

Azure loT Hub and Azure Digital Twins provide the building blocks for companies to
construct customized loT solutions

1. Management: Where do you wa
| want full control over the underlying service of services of my
solution, including taking ownership for managing and scaling

to meet my needs, leveraging my in-house or partner-driven
expertise to onboard devices and services to drive the solution.

2. Control: What elements of my

My business requires total customization and control over
solution architecture

3. Pricing: What structt

| want to fine-tune services to control
my overall cost

The right fit for businesses with cloud solutionand . Platform Services Managed App The right fit for businesses that do not wish to
device expertise (in-house or through partnerships) ¥ ; Platform V dedicate extensive resources to system architecture
who want to fine-tune their services with a high . and want to select a solution that provides predictable
degree of control and customization pricing and the ability to customize branding, device
O types, data management and user roles.

Azure loT platform (loT Hub, Azure O

Digital Twins) OOO Azure loT Central

Customizable solutions Fully-managed loT app platform
for complex loT scenarios



loT Central - Capabilities

» T = e /4 2y y }

White labeling App templates Azure loT Edge Multitenancy API loT Plug and New 2-tiered pricing model
your SaaS — your brand  for Industry Verticals support Support Support Play Support announced, based on
message volume

()
& Retail ® Healthcare J Energy mm Government

App + Digital distribution center + Continuous patient monitoring + Smart meter analytics « Water quality monitoring
Templates « In-store analytics « Solar power monitoring « Water consumption monitoring
for * Checkout, Condition monitoring « Connected waste management

Industries + Connected logistics
* Smart inventory management

Benefits and outcomes

* 11 Industry-focused app templates across retail, healthcare, energy, » Extensibility to business applications to bring loT insights to where
and smart city for kickstarting solution builders decisions are made
» Seamless device connectivity: Introducing Edge device management * Scale: Connect millions of devices and manage ingress/egress of

within loT Central data from loT Central
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Wh at IS an Foese] P 1 "~ aath Ww A ﬂﬂ;“. y /\‘a\“f)
| B e &= 11|/ M v mmm—
loT Central app template? - | - \ ‘»‘
App templates are tools to help solution builders Onine | I I I e M
kickstart their loT solution development it

They consist of: O
3u"‘u)ﬂU{“\_/"JV\’(\”}UW'/\

ot || [ -jv Hf‘““” L«,\/ -‘l‘w 1,jM
7 4 O } \ /m‘\ )\’U‘\U@r\ /\ /\J“Ul\f\'

- Sample operator dashboards
- Sample device templates

Vot tme {chackout ) Wit e ol lnes over a1 hour)

8.42

®DuTime! O OwetTinel @ OwedTeme

- Simulated devices

j U‘W\'“' eS\V.VS N

w\
|I\'\ﬁ

- A | 400 1349
- Rich documentation including tutorials =1 54 NN i

- Pre-configured rules and jobs

Mff‘ FHI\ I : Quece gt chakout ) || Wak e chackout 3 } W“ M/\/\\f,\l X

’ ‘/ﬂr [ \\\JMJK,‘[M'

Brand templates using the white labeling feature

WIDE WORLD

e —— =

Adatum smart meter monitoring dashboard ‘

Sell to customers directly or through AppSource

ADATU MI'

Your brand, your SaaS

ENERCY

Meter ko 2 Connection Status Last power reading (Watt) Mo vorage s Max votage

2.00 4450 1126 1126 |




In-Store Analytics

Built with loT Central

How do | build with loT Central?

i Power B ———— : .
loT device o - 8 B
: £ ) AsuretoT Contral 2 v (® |
e (S8 e @ In,
loT Central // R i R =
Connected Waste Management
Gatewa : s i R ———
. ’ PowerApps
dEVIce PowerApps . ; i
. ;
I § ure loT Central f | '“i” 3 il Ll
\ 4 ,ig g E’ R wr o amn Connected Logistics
loT Edge @\ . Web and . = Builtwith loT Central
¢ ure loT Central H @9 B
& 3 -

w [Bis

Continuous Patient Monitoring
Builtwith loT Central

device mobile apps

.
Ta ke ACtIO n Smart Inventory Mgmt. — RFID/BLE/Camera

Built with loT Central

- No-code/Low-code actions with Microsoft Flow and Logic Apps

Integrate 10T Insights
- Continuous loT data routing through Event Hub and Service Bus

- Build data pipelines using the breadth of Azure Services

Builtwith loT Central

ENERGY

Build Solutions
- loT Central public APIs for device modeling, provisioning, lifecycle

Water Quality Monitoring

management, operations (updating/commanding), and data querying = :




What we learned from customers in our loT Signals survey

o TR : The need for turnke
I @ 97 /0 Security is top of mind -> loT security solution);

Source: loT Signals
https://azure.microsoft.com/en-us/iot/signals/



https://azure.microsoft.com/en-us/iot/signals/

Protect all your loT assets from threats

loT Services

 Security by design in loT Hub and
loT Central

 Scalable, policy-based access control
 Standards-based mutual authentication

* Industry-leading reliability and resilience

Azure Security

Center for loT:

Security posture
and monitoring,
alerts, and
response

» Threat monitoring and mitigation
across devices

* loT Devices
* loT Edge devices and workloads

* Azure Sphere




Azure Security Center for loT

v/ Visibility into security posture and state B
of your loT Solution

v/ Single pane of glass to manage loT and
hybrid cloud security infrastructure

56 Unhealthy Devices

CURRUI - CON-

24 Export template Threat detection

Explorers

B Device security alerts

HeEN

v/ Actionable, prioritized alerts to respond
to any potential compromises of your
loT solution

L 2
e
L 3
®
(0]
2

v/ Integrate with Azure Sentinel or other
SIEMs to streamline threat mitigation

v/ Define custom alerts based on
advanced queries




Ecosystem momentum
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Transform your business with loT

Internet of Things Opportunities & Business Transformation Across Industries
Architecture of an loT Solution
Microsoft loT Overview & Real-World Scenarios

Lab: Getting started with Azure loT Basics

* Create an Azure dashboard and resource group.
 Create an loT hub using the Azure portal.
« Examine features of the Azure loT Hub service.

* Create a Device Provisioning Service and link it to your loT hub.

Developer Resources




Learn how to get started with loT

Building loT solutions with Azure Developer Guide
https://discover.microsoft.com/azure-iot-building-
solutions-dev-quide/

Microsoft Learn learning paths
http://aka.ms/mslearniot

Microsoft Learn is a newer learning platform that offers
sandbox online training

Azure loT Reference Architecture Guide
https://docs.microsoft.com/azure/architecture/reference-
architectures/iot/

This reference architecture shows a recommended architecture for
loT applications on Azure using PaaS (platform-as-a-service)
components.

Azure loT Docs
Getting Started, Tutorials, How-to guides, reference, whitepapers

iot

B Microsoft | Learn amee  cusines spplications  abowt  svowse al

Browie.

Browse learning

Learn new skill and discover the power of Microsoft products with step-by-step guidance. Start

Refine
Procucts -
8 results found
Roles “
Levels v
Topes ~

Azure loT documentation

Learning Path

yourjourney today by expl 1 results found

:

Lea Working with Connected Field Service for
" Dynamics 365 and Azure loT
ier 5hr56 min - Learning Path » 5 Modules

This learning path introduces you to connected Field
Service and Azure loT. Included in this learning path is

The Azur rnet ings (I lection of Microsoft-managed cloud services that connect,

monitor, and control billions of assel

OVERVIEW
o What is Azure l1oT?

I B ARCHITECTURE

Azure loT reference
architecture

Get started building your loT solution

Azure loT offers vou cloud and edge 10T platforms as well as fully-managed loT solutions

©  oownwca CUERVEW CONCEPT
Install VS Code tools for o Browse Azure loT code Secure your Azure loT
Azure loT samples deployment

- e @ | oo

= Azure loT on Microsoft Suppert and help options
Learn

Azure loT reference architecture

01/09/2019 « 12 minutes to read » @ [ 7

This reference architecture shows a recommended architecture for loT applications on Azure using Paa5 (platform-as-a-

service) compenents,

loT Edg " . Cloud | Stream procesiing and
devices gateway Tules evalustion over data
—
J Device -
nnnnnn gement oy
C
H—
Hub
aT devices
| Bulk device I ]
provisioning Data Warm path
— transformation | Swoee dats store
@ & LA

Things

ustomize a pre-built 1oT solution Run cloud intelligence on edge
devices

What 2re Azure |oT solution accelerator

Integrate with business processes

Insights

Action



https://discover.microsoft.com/azure-iot-building-solutions-dev-guide/
http://aka.ms/mslearniot
https://docs.microsoft.com/azure/architecture/reference-architectures/iot/

loT Show

New video every Monday (Deep Dives on

Wednesdays!) Subscribe to stay up-to-date with
latest Microsoft loT announcements, product and
features demos, customer and partner spotlights, top
industry talks, and technical deep dives with loT

Show! aka.ms/loTShow

© Microsoft Corporation

B® Microsoft
o

Azure Maps
Mobility
Service

B® Microsoft

Azure ESP32
Dev Kit Board
and resources

BY Microsoft

loT Show
Deep Dive

Machine Learning
on the Edge: Predictive
Maintenance

special guest
Mark Mydland
hosted by
Pamela Cortez

Airing April 24



../aka.ms/IoTShow

loT Tech Community

Community forum to stay to update Internet of Thing SN

on |ate5t annou ncementsl connect The space to share experiences, engage SRIEENETRNENNY
with other developers, share your
projects, and ask questions!

Fast growing vibrant community Select a Conversation Space
Azure loT Q Windows 10 loT v 10T Device: v
278 Unread posts 49 Unread posts 232 Unread posts
O n e M iC rosoft | OT VO I Ce I Robotics v} I Makers O I Azure Security Center for loT O
7 Unread posts 8 Unread posts 15 Unread posts
http://aka.ms/iottechcommunity |“ @ | @
r > 25 Unread posts 0 Unread posts

© Microsoft Corporation


http://aka.ms/iottechcommunity

Get Started Now/!

https://aka.ms/IntroAzureloTLearningPath

Sign-up for Build end-to-end loT solutions — Workshop Series

https://aka.ms/loT-online-workshop

» Transform your business with loT
* Devices and device communication — loT Hub

» Device provisioning at scale — Device Provisioning Service

« Messaging processing, analytics, & business integration — Time Series Insights, Event Grid, Azure Stream Analytics

« Work with Azure loT Edge — loT Edge


https://aka.ms/IntroAzureIoTLearningPath
https://aka.ms/IoT-online-workshop

Azure Sphere

An end-to-end solution for securing loT devices. Integrated hardware, software, and cloud services work

seamlessly together and deliver active security by default.

The Azure Sphere OS multi-layer,
defense-in-depth operating system
with robust application isolation

Azure Sphere certified chips, from
our silicon partners, with built-in
Microsoft hardware root of trust | -

The Azure Sphere Security Service
guards every Azure Sphere device. It
brokers trust, detects emerging
threats, and renews device security

Ongoing servicing with over 10 years of security and OS updates delivered directly to each device by

Microsoft

Customers

i

Giving Starbucks the confidence to
connect their mission-critical equipment
to streamline operations and to deliver
quality customer experiences.

_G0JOD

Ensuring Gojo’s data integrity while
monitoring hygiene compliance in
hospitals.

LEONI

Helping Leoni secure their
intelligent cable systems that
manage energy and data



Azure Sphere

Silicon
artners Ecosystem
p_ partners
[
W INVNET seeed
‘ k Reach Further” The loT Hardware Enabler
A w5 o L uTsnpe o
; ’ Q42020 mrse2o starter kit A l=Link  M13630 Mini Dev Board
Guardian Module
" Wi-Fi module
QUALCOMM® A UE A ADNTECH
. . Wireless I/O Module
First cellular-enabled Azure Sphere chip,

Dual Band Wi-Fi +

samples available Q4 2020 Bluetooth Module

Innovation that delivers durable value

Growing silicon choice to support customers in the diversity of their use cases
Enable unlocking value from existing/legacy equipment with guardian modules

Rich hardware ecosystem with development kits & modules to streamline prototyping and implementation
Developer tools and integration with Visual Studio to accelerate time to market



Edge intelligence enabled with Azure loT Edge

Container Registry

Workload
description
—

Device L
deployment
loT Edge & management Azure

Z

Container

Custom
Code
(data
transform)

4 N
Df/ideo }_,
Camera

4 )

(untime

\

Container

Cognitive
Services
(insight)

Container

Custom

(action)




loT Central
A fully managed loT app platform

v/ Highly secure
|
v/ Enterprise-grade
v/ Predictable pricing
Get connected Stay connected Transform
v |ndUStI‘y-fOCUS€d Connect loT devices to the cloud Reconfigure and update devices with Bridge the gap with connectors
faster than any other platform. centralized device management. and extensibility APIs.

Existing solution builders

MESH cradlepoint sage flex @ C.H. ROBINSON ] NecC

Connect Bayond

gFOOTMARKS % @ BOSCH GQCQST




cagaak

By working closely with Microsoft, Tagdat developed
a new Internet of Things (loT) solution using
Microsoft Azure Maps and Azure loT Hub that
improves construction site safety and efficiency.
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“With Azure Maps, we can set up a proof of concept
and prove value faster. From there, we can focus on
building a relationship with the customer and
confidence in the product.”

-James Howe: Head of Software Development



https://customers.microsoft.com/en-us/story/737504-tagdat-smart-spaces-azure-uk

Azure Digital Twins

Build advanced loT spatial intelligent solutions

®
[ o o 4 (
p. O ° [ ] . [ ]
o . | 4
Create a digital Simplify and accelerate Build solutions Benefit from Easily integrate
representation of your your deployment with that you can advanced compute with other Azure
physical environment predefined data schema scale securely capabilities services

Model the relationship between people, places and devices
(@) % ‘ > iciis
CBRE Steclcase & essity =

thyssenkrupp Make the Invisible Visible™




)
» ICONICS
=

Make the Invisible Visible™

ICONICS relies on Microsoft Azure Digital Twins to
boost software scalability and rapidly deliver
innovative capabilities to customers, such as
occupancy and spatial analytics.

“"How do we grow our company? By leveraging the
exciting new Azure Digital Twins platform to build
our customers new solutions with unlimited scale,
cost-effectiveness, and unprecedented insight.”

-Russ Agrusa: President and CEO

ICONICS makes smart

buildings even smarter
with Azure Digital Twins
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https://customers.microsoft.com/en-us/story/iconics-partner-professional-services-azure-iot

>10000

Ecosystem acceleration

>1200

Partner provided
co-sell ready solutions

>100

Microsoft loT
platform innovations



o1 In Healthcare



loT is enabling more agile, preventative and personalized care

©)

89% of health organizations 85% see loT as critical to 78% want to apply more loT to
are adopting loT overall success their business

loT Signals Report: Health Spotlight, Microsoft, February 2020

®
O 248 ©®

. Reduce chances Help care teams be Unlock cost
Top bgneiflts for health for human error more productive savings &
organizations that adopt increase reyenue
loT: K3 E o
Lower Hospital Improve Ensure regulatory
Readmissions traceability of compliance
equipment, consistency and
supplies & patient privacy

inventory



Top use-cases in healthcare

o000
> $03
W 0000
Continuous Patient Monitoring Inventory Management for Medical Supplies Smart Hospital Equipment
Extend patient care beyond the hospital walls, Track inventory along your supply chain to Gain insights from your hospital equipment
reduce re-admissions, and manage chronic detect theft, prevent outages and develop agile monitor and manage equipment
>
A Ei :
& 9 o
Healthcare Manufacturing Smart Hospital Building Cold-chain supply tracking
Ensure medical devices and products Optimize operations for care teams, patients, and Build a transparent, secure, and climate-
maintain the highest levels of quality and their support networks controlled supply chain for your pharmaceuticals
comply with industry standards along the
supply chain
I.I-- -HH\
e Eﬂvgg?ﬂ'{ Str'yker' Keck School of
Sd&'}%'gﬁf CENTER Medicine of USC
Industry n Industry
Partners: Thought\\ire Customers:




LY RANCHO LOS AMIGOS

NATIONAL REHABILITATION CENTER

AMIG

urhf'o" ot

Customer:

Rehebitaton Conter What |f you could take the best of wearable technology, the best of prosthetlcs and orthotlcs
Industry: and the best in cloud computing and create a solution that allows physicians to work on a

Health Provider treatment with their patients, rather than forcing it on them? That's what we've set out to do at
Size: Rancho Los Amigos with Sensoria Health and Microsoft Azure.”

1,000-9,999 employees
—Dr. David Armstrong, Dr. David Armstrong, Cofounder of the Southwestern Academic Limb Salvage Alliance (SALSA) at Rancho Los Amigos National

Country: Rehabilitation Center and University of Southern California (USC), Coeditor of the American Diabetes Association’s Clinical Care of the Diabetic Foot, and
United States Professor of Surgery at Keck School of Medicine, USC
;rzfo‘;tfst aA';‘jrsee""'ceS: Situation: Solution: Impact:
ﬁiji 'Aogl %er“;r:l'R Every 20 seconds, someone has a leg or Using a combination of Internet of This new data-driven approach results
foot amputated due to diabetes-related  Things (IoT) sensors, medical in stronger doctor-patient
complications.. Once the amputation devices, Microsoft Azure loT Central,  relationships and more proactive care.
Read full story here takes place, five-year mortality is and Azure API for FHIR, the team The data can be shared easily and
between 50 and 75 percent. Doctors created the Optima Molliter Motus highly securely across multiple
and software specialists set out to Smart connected boot. Doctors and  clinicians while helping them maintain
=. Microsoft address this with a wearable, cloud- patients alike receive data from the compliance with relevant privacy laws.

connected orthotic device. boot to help them improve healing.


https://customers.microsoft.com/en-US/story/779843-rancho-los-amigos-health-provider-azure

loT In Manufacturing



loT is driving the fourth industrial revolution in manufacturing

92% of manufacturers 87% of loT decision makers 96% of manufacturers are
consider loT critical to the in manufacturing have satisfied with the value loT
success of their company adopted loT adds to their company

IoT Signals Report: Manufacturing Spotlight, Microsoft, July 2020

Azure loT value prop for industrial organizations:

7 ‘ e X

Unify your business data to scale Avoid vendor lock-in with open Leading industry-specific Reduce time-to-value with seamless
quickly across the enterprise with source and open industrial compliance and end-to-end security integration with platforms from leading
common data models interoperability standards from the device to the cloud industrial 10T partners with Azure loT



Top use-cases in manufacturing

Q

Continuous-based Monitoring

Monitor key parameters of equipment to avoid
premature and expensive equipment
maintenance costs, extend the lifespan of your
machinery, and avert critical downtime.

Intelligent Supply Chain

Ensure the quality and authenticity of in-transit
products by tracking materials and monitoring
resource consumption with loT sensors connected
throughout the supply chain.

»

Predictive Maintenance

Mitigate disruptions by applying advanced
analytics and machine learning to your
production to ensure uptime through automatic
alerts trigged by manufacturing data.

i

Facility Management

Optimize energy consumption, space utilization,
and workforce productivity within the factory.
Increase worker safety and save money by
efficiently managing the plant.

Overall Equipment Effectiveness

Generate critical insights of how well your plant is
performing relative to its designed capacity by
measuring availability, performance, and quality

of your production.

_

_

3

Asset Tracking

Avoid expensive equipment loss, minimize
operational downtime, and enhance the
productivity of first-line workers by tagging
assets, equipment, and tools.

S pfc

Industry

Partners: SIEMENS
A D
DD

Schyeider
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Schneider

Thought\Vire

Customer:
Schneider Electric
ThoughtWire

"Within Azure, we have a comprehensive suite of loT and cloud services for

Industry: . . . .
Energy orchestrating the complex data gathering and analysis necessary to streamline
Size: medical facilities’ complicated operational processes.”

10,000+ employees
—Chris Roberts, Healthcare Solution Architect, Schneider Electric

Country:

France

Products and services: Situation: Solution: Impact:

Jicroson Are Schneider Electric and ThoughtWire  They chose to build on Microsoft With the joint Digital Hospital solution,

Azure SQL Database are built-environment experts witha  Azure because of its scalability, global ~ customers have unprecedented control

Azure Virtual Machines global customer base. The two presence, and, most important, its over their entire medical facilities, from

Read full story here companies wanted to work together  high level of security, privacy, and heating and lighting conference rooms to
to deliver a holistic loT-based medical compliance. Using Azure for their helping ensure patient safety. They can
facilities management solution. separate portions made it quick and save money, decrease their carbon

straightforward for the companies to footprint, and deliver better,
integrate the two in a joint solution. patient-centric care.

B Microsoft



https://customers.microsoft.com/en-us/story/778456-schneider-electric-thoughtwire-healthcare-azure-iot

Thousands of Azure loT customers

Chevron
@ Steelcase % w|||ow T - -Systems- SC%“E,ejf!ﬁ[ = [ Rolls-Royce Qquorum CBRE CBunier &essity  Walmart

. I
FUﬁTSU KOHLER m LIEBHERR v JABIL HQﬂZI Y CRESTRON. energ?sme @ Sky/\lert

thyssenkrupp

Volkswagen

LANLCH WSLAL UL LALo
DUBAI WORLD TRADE CENTRE

IKUIKA @ powel @ ECOLAB W jﬁ EVOQUA FINNING @ %{ ’ WBUNN /4 DroweWorks ;‘.

A‘\IEIB DAIMLER Origis btto A v @ ATF Schiumberger @ 4 copapaTa m \ GOjO )@

i — KLINIKEN

nnnnnnnnnnnnnnnnnnnnnnn

sobmson )¢ HERSHEYS = MARS  rovora S [ e TosHisa Point BECKHOFF @

Leading Innovation »>> 17 sewices s Software Development New Automation Technology
INDYCAR

Aufomation RAC Mondelez. LHEHR

International

ey (intel, Ao
Ville d'Ottignies-Louvain-la-Neuve ®

L]
@) ouEsiieo fai'hgm O~ torgetoase

[Tl

Trust MZERSK GSBERG
7 2 ® BENDIGO ’
e L))
% {:} RS ~ & mm@:wm ClearBank G Mm L ccox  SKANska  OISOS mﬂ



http://www.atfservices.com.au/
http://www.atfservices.com.au/
http://www.atfservices.com.au/

Microsoft loT

Broadest portfolio

Industry
Solutions

loT app
services

Azure services
for loT

loT & Edge
Device Support

SO -

Manufacturing Retail

Azure
loT Central

Azure loT Hub

Azure loT Hub Device
Provisioning Service

Azure Digital Twins

Azure Time Series Insights
Azure Maps

Azure Security Center for loT

Azure RTOS

Azure Sphere

Azure loT Device SDK
Azure |loT Edge
Azure Stack Edge

Energy

Smart Cities

Healthcare

Dynamics Connected

Azure Stream Analytics
Azure Cosmos DB

Azure Al

Azure Cognitive Services
Azure ML

Azure Logic Apps

Azure Active Directory

Windows loT

Azure Certified for loT—Device
Catalog

Azure Stream Analytics
Azure Storage

Field Service

Azure Monitor

Azure DevOps

Power Bl

Azure Data Share
Azure Spatial Anchors

Azure ML

Azure SQL

Azure Functions

Azure Cognitive Services
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Industry leadership in our hyperscale, horizontal capabilities

IDC 2019 MarketScape

Forrester 2019 Wave
Industrial 10T for Manufacturing

Industrial loT

Strong Manufacturing
Chalengere Contenders Perf e Leaders IDC MarketScape Worldwide lloT Platforms in Manufacturing
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@ C.H. ROBINSON
- € NAVISPHERE® VISION

ORDER # 7087934

Leveraged loT Central to manage their connected e coneeie

10T THRESHOLD SHOCK & PRESSURE

devices across palates for Xbox and Surface and
have leveraged loT Central’s extensibility features "
p . i i
to extend loT data from Intel’s sensors into C.H. Pl
Robinson’s applications. . IoP

| ' ) ' l I | ! i 1 ' ' 1 ' ' ' ' ' '
10/5 10/6 10/7 10/8 10/ 10/10 10711 10712 10/13  10/14 10/5 10/6 10/7 1048 10/9 10710 10711 10/12 10/13 10/

® Within thieshold @ Past threshold shock @ Pressure

SHIPMENT TRACKING IOT DETAILS ITEM DETAILS COMMENTS
DETAILS HISTORY

Date Time Shipment # Activity Location

10415419 1:00 AM | 305778511 Temp Event Occurred. Temperature: 70°F, Suzhou, UN CN

° M M High Threshold: 90°F. Low Threshold: 40°F
I g I a ra I I S O rI I I a I O I I 10/15/19 1:00 AM | 305778511 Humidity Event Occurred. Relative Humidity: Suzhou, UN CN

60%, Low Threshold: 10%. High Threshold: 80%

of the |OgiStiCS industry

10415419 1:00 AM | 305778511 Light Event Occurred. 182 Lumens. Suzhou, UN CN

1041519 1:00 AM 305778511 Shock Event Occurred. 0 Occurrences Suzhou, UN CN B3 Map Controls

Mavisphere Vision is a registered trademark of C.H. Robinson Worldwide.
Vessel location data provided by Fleetmon.com.
wildfire data courtesy of the U.S, Geological Survey.

@ C.H. ROBINSON Privacy Palicy Terms of Use © 1996-2019 C.H. Robinson Worldwide, Inc. All Rights Reserved.



< G NAVISPHERE

| & ouboom . . .
C.H. Robinsen logistics operations dashboard ORDER # 7087934
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£ Rues Tx %)
™ o POJDO Customer PO Tracking Number
Update truck gateways  Update vessel gateways  Disable sensars Update service cantracts 8500685110, 6000654611, AMS1366600
Bt ot ¢ sisabie sensors scoms al emice contracts for 8500694096, 6000654609,
ateways . 8500673954 6000654609
10T THRESHOLD SHOCK & PRESSURE
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SHIPMENT TRACKING 10T DETAILS ITEM DETAILS COMMENTS
DETAILS HISTORY

Logistes ocation , siatis Tog trnds 7 Teernetry erds 7z Battery woAzston %

Upe Sums Srome Ssea Smep S Date # Time shipment#  Activity Location
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® Lo Tags ® Yot Togs.

- Online ®

.
1041519 1:00 AM 305778511 Temp Evenl Occurred. Termnperature: JO°F, Suzhou, UN CN
N — — High Threshold: 96°F. Low Threshold: 40°F
o 1041519 305778511 Humidity Event Occurred. Relative Humidity: Suzhou, UN CN
Vessel gateway Trarporation Mode. L 60%, Low Threshaold: 10%. High Threshold: 60%
Ll:‘ ) 10/15/19 1:00 AM 305778511 Tilt Event Occurred, 07, Suzhou, UM CN
Ocean ot
- Up 1041519 1:00 AM 305778511 Light Event Occurred. 182 Lumens, Suzhou, UN CN
o =
1041518 | 1:00AM 305778511 Shock Event Occurred. 0 Occurrences Suzhou, UN CN - 1 e —
Logistis location P Status Tagstrend e Tekemetry trencs P Bamary utlzation % :
® acsue s ® Loamgs o s x Pema @swa Stmp STt Olgm 8w @ C.H. ROBINSON Privacy Policy Terms of Use @ 1996-2019 C.H, Robinson Warldwlse, Inc, Al ights Rescrved, :a; >T:.wi\ o reﬂwjljlsd Ha.l:mark of € H. Rebinson Worluwide.
o — Offl Disable sensor 4 1 wildfire data courtesy of the LLS. Geoogical Survey,
@ [ Ine 1 — — i

C.H. Robinson Operational Dashboard

built with Azure IoT Central




