


Build end-to-end IoT solutions – Workshop Series

Transform your business with IoT

Devices and device communication

Device provisioning at scale

Messaging processing, analytics, and business integration

Work with Azure IoT Edge

https://aka.ms/IoT-online-workshop

https://aka.ms/IoT-online-workshop


Devices and Device Communication

Overview of IoT Hub Features

Developer Tools

Lab: Connecting Simulated Device

•Install the VS Code extensions for developing Azure IoT solutions.

•Configure a simulated IoT device (pre-built and written in C#) to connect to Azure IoT Hub.

•Run the simulated device to send device-to-cloud telemetry messages to the Azure IoT Hub.

•Verify that device telemetry is being received by Azure IoT Hub by using Azure CLI..

Developer Resources & Getting started
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Azure 

Microsoft IoT

Azure IoT Hub

Azure IoT Hub Device
Provisioning Service

Azure Digital Twins

Azure Time Series Insights

Azure Maps

Azure Security Center for IoT

Azure Stream Analytics

Azure Cosmos DB

Azure AI

Azure Cognitive Services

Azure ML

Azure Logic Apps

Azure Active Directory

Azure Monitor

Azure DevOps

Power BI

Azure Data Share

Azure Spatial Anchors 

Azure RTOS

Azure Sphere

Azure IoT Device SDK

Azure IoT Edge

Azure Stack Edge

Windows IoT 

Azure Certified for IoT—Device 
Catalog

Azure Stream Analytics

Azure Storage 

Azure ML

Azure SQL

Azure Functions

Azure Cognitive Services



Bi-directional 
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Enterprise scale 

& integration

End-to-end 

security

Millions of Devices

Multi-language, open source SDKs

HTTPS/AMQP/MQTT
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Scale up and down
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WebSockets & Multiplexing

Azure Monitor
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Configuration Management
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Per Device Enable/Disable

TLS Security

X.509 Support

IP Whitelisting/Blacklisting

Shared Access Polices

Firmware/Software Updates



• Learn about IoT Hub 
scaling

https://docs.microsoft.com/azure/iot-hub/iot-hub-scaling
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Azure 

IoT Hub

Power plant
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Smart meters

Buildings
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Device twin Device twin
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Methods

Desired

Reported

Methods

Jobs

• Used to orchestrate software/firmware/configuration changes

• Enables customers to build custom support for any OS

• Query across millions of device twins, schedule jobs to update them



• IoT Hub is inherently a message-based cloud-hosted service

• Supported protocols are AMQP, MQTT and HTTP

• Devices maintain a persisted connection to IoT Hub

• Connections are all TLS-enabled and devices are authenticated

• Devices have an IoT Hub identity (SAS key or a certificate)

• We allow a special-purpose service-identity with higher privileges, e.g.,

Feature Device-side protocols Service-side protocols

D2C telemetry messaging MQTT/WS + AMQP/WS + 

HTTP

AMQP/WS + HTTP

C2D messaging MQTT/WS + AMQP/WS + 

HTTP

AMQP/WS

Direct methods MQTT/WS + AMQP/WS HTTP

Twin operations MQTT/WS + AMQP/WS HTTP

Device streams MQTT/WS + AMQP/WS 

(C/C# only)

AMQP/WS (NodeJS/C# only)



IoT Hub Connectivity Models

Direct over WAN

• Devices have public 

IPv4 & connect to IoT 

hub directly

• Device talks our 

supported protocols

• e.g., city street lights

Indirect through 

a field gateway

• Devices don’t know 

any of our supported 

protocols

• Devices connect to a 

field gateway that 

supports our 

protocols

• e.g., soil moisture 

sensors on a farm

Direct from a 

private network

• Devices have private 

IP

• Devices’ traffic pass a 

net. gateway (e.g., 

HTTP GW) 

performing NAT

• e.g., robots in factory 

floor

Protocol gateway

• Devices connect to 

PG

• PG connects to IoT 

Hub on behalf of 

devices with their 

identity

• e.g., connected car 

Edge

• A special-purpose 

protocol gateway

• Edge runtime 

deploys & manages 

devices’ code

• Usually involves high-

powered devices

• e.g., deploy image 

detection for boxes 

on a conveyor belt

Factory

Edge device

WAN

On-prem

network

Batching &

Proto translation

BLE/NFC

Protocol

translation

All setups use 

IoT Hub’s 

core features



Learn more about Message Enrichments

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-message-enrichments-overview


Learn more about Event Grid

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-event-grid


Device Twin

• Bi-directional device<->hub communication channel

• Based on per-device (per module) json documents

• Used to store configuration and control-plane state

• Supports queries

• Tags: set by service and not viewable by device

• Desired properties: set by service and delivered
to device

• Reported properties: set by devices and delivered
to service

2. Read/listen for

twin changes

3. Set desired

properties

5. Read desired
prop changes

6. Update reported
properties

7. Update

twin

4. Update

twin

1. Register

for twin

change

notifications

8. Receive

twin change

EH, SB, blobs



Devices and Device Communication

Overview of IoT Hub Features

Developer Tools

Lab: Connecting Simulated Device

•Install the VS Code extensions for developing Azure IoT solutions.

•Configure a simulated IoT device (pre-built and written in C#) to connect to Azure IoT Hub.

•Run the simulated device to send device-to-cloud telemetry messages to the Azure IoT Hub.

•Verify that device telemetry is being received by Azure IoT Hub by using Azure CLI..

Developer Resources & Getting started



Azure IoT Tooling support

Visual Studio

Azure IoT Hub support in Cloud Explorer

Azure Sphere Tools for VS

Visual Studio Code IoT DevOps

IoT Edge tasks for Azure Pipelines

IoT Edge Jenkins plugin

Azure DevOps project for IoT Edge

Azure IoT CLI Extension

iotedgedev CLI Tool

iotz



Azure IoT Hub tools

Cloud Explorer for VS 2017/2019

VS Code IoT Hub Toolkit

https://github.com/Azure/azure-iot-cli-extension.Azure IoT CLI Extension

https://github.com/Azure/azure-iot-cli-extension
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Overview of IoT Hub Features
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Lab: Connecting Simulated Device

•Install the VS Code extensions for developing Azure IoT solutions.
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Azure 

https://aka.ms/IntroAzureIoTLearningPath

https://aka.ms/IoT-online-workshop

Sign-up for Build end-to-end IoT solutions – Workshop Series

• Transform your business with IoT

• Devices and device communication – IoT Hub

• Device provisioning at scale – Device Provisioning Service

• Messaging processing, analytics, & business integration – Time 

Series Insights, Event Grid, Azure Stream Analytics

• Work with Azure IoT Edge – IoT Edge

https://aka.ms/SecurelyConnectDevicesLearningPath

https://aka.ms/IntroAzureIoTLearningPath
https://aka.ms/IoT-online-workshop
https://aka.ms/SecurelyConnectDevicesLearningPath


Learn how to get started with IoT

https://discover.microsoft.com/azure-iot-building-
solutions-dev-guide/

http://aka.ms/mslearniot

https://docs.microsoft.com/azure/architecture/reference-
architectures/iot/

https://discover.microsoft.com/azure-iot-building-solutions-dev-guide/
http://aka.ms/mslearniot
https://docs.microsoft.com/azure/architecture/reference-architectures/iot/


IoT Show
New video every Monday (Deep Dives on 

Wednesdays!) Subscribe to stay up-to-date with 

latest Microsoft IoT announcements, product and 

features demos, customer and partner spotlights, top 

industry talks, and technical deep dives with IoT 

Show! aka.ms/IoTShow

© Microsoft Corporation                                                                                  

aka.ms/IoTShow


IoT Tech Community
Community forum to stay to update 

on latest announcements, connect 

with other developers, share your 

projects, and ask questions!

Fast growing vibrant community

One Microsoft IoT voice

http://aka.ms/iottechcommunity

© Microsoft Corporation                                                                                  

http://aka.ms/iottechcommunity
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Azure IoT DevKit
All-in-One kit built for Cloud


