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Build end-to-end loT solutions — Workshop Series

https://aka.ms/loT-online-workshop

@ Transform your business with loT

o Devices and device communication

. Device provisioning at scale

° Messaging processing, analytics, and business integration

G Work with Azure loT Edge


https://aka.ms/IoT-online-workshop

Work with Azure loT Edge

loT Edge Overview & Features

Al on the Edge Overview

Tooling Support for loT Edge

Lab:
Set up and deploy an loT Edge Device
Developer Modules
Configure an loT Edge device

Developer Resources & Getting started



Innovations enabling new opportunities

Digital Twins
Al
Edge M

Cloud loT 9

o— —o— ¢
Globally available, unlimited Harnessing signals from sensors Intelligence offloaded from Breakthrough intelligence Create living replicas of any
compute resources and devices, managed centrally the cloud to loT devices capabilities, in the cloud physical environment, track

by the cloud and on the edge the past and predict the future

©Microsoft Corporation
Azure



loT in the Cloud and on the Edge
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loT in the Cloud loT on the Edge

Offline operations (short and long term)

Remote monitoring and management

Merging remote data from multiple loT devices Privacy of data and protection of IP

Infinite compute and storage to train machine learning Pre-process data on prem — E.g. video streams

and other advanced Al tools Low latency tight control loops require near real-time response

Protocol translation & data normalization

|
Consistency



Challenges today create high barriers to entry

N
Sl e

Cloud barriers Edge barriers

High volume of data High developer skillset for

collection sources hardware, cloud, edge

High cost of transporting 101010 custom code for everything

data to the cloud A, = No standardization

Limits to real-time insights Manual set up and integration
9 = Does not scale




loT application pattern + edge intelligence

Azure loT Hub
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Edge intelligence enabled with Azure loT Edge

Container Registry

Workload
description
—

Device L
deployment
loT Edge & management Azure
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Azure loT Edge features

Open

Open source

Moby-based container
runtime, compatible with
Docker containers

Azure |loT Edge
Marketplace for Edge
modules

Secure

Zero-touch provisioning
of Edge devices at scale
with Device Provisioning
Service

Security framework
provides end to end
security and support for
variety of hardware-
based root of trust

Trusted computing via
Open Enclave

g

Intelligent

Services onboarded

Azure Machine Learning
Azure Stream Analytics
Custom Vision & more
Blob storage

Nvidia Deepstream
Rediskdge

SQL Server on Edge
Alleantia Industrial GW
Aveva loT Edge HMI
Codit Nebulus

Swim Enterprise
... and more in the marketplace

(&

Enterprise ready

Scaled deployments with
Automatic Device
Configuration Service

Use existing coding skills
(C, C#, Node, Python, Java)

Development tooling in
Visual Studio and VSCode

Multi-person development
tools for CI/CD using VSTS

loT Central integration - PP



Microsoft loT

Broadest portfolio

Industry
Solutions

loT app
services

Azure services
for loT

loT & Edge
Device Support

SO -

Manufacturing Retail

Azure
loT Central

Azure loT Hub

Azure loT Hub Device
Provisioning Service

Azure Digital Twins

Azure Time Series Insights
Azure Maps

Azure Security Center for loT

Azure RTOS

Azure Sphere

Azure loT Device SDK
| Azure loT Edge |

Azure Stack Edge

Energy

Smart Cities

Healthcare

Dynamics Connected

Azure Stream Analytics
Azure Cosmos DB

Azure Al

Azure Cognitive Services
Azure ML

Azure Logic Apps

Azure Active Directory

Windows loT

Azure Certified for loT—Device
Catalog

Azure Stream Analytics
Azure Storage

Field Service

Azure Monitor

Azure DevOps

Power Bl

Azure Data Share
Azure Spatial Anchors

Azure ML

Azure SQL

Azure Functions

Azure Cognitive Services

v 7 e e m

Agriculture

Transportation



Azure loT Edge

Move cloud and custom workloads to
the edge, securely

Seamless deployment of Al and
advanced analytics

Configure, update and monitor from the cloud

Compatible with popular operating systems

Code symmetry between cloud and edge for
easy development and testing

Secure solution from chipset to cloud




Bringing Compute Where The Data As
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loT Edge Runtime

Azure loT edge device

Ay

S loT Hub
elemetry
Insight ) Action ) ® 1
[t t o9
. Insights and g L ¢ ®
Azure loT Edge runtime module health

« Installs and updates workloads on the device.

«  Maintains Azure loT Edge security standards on the device.

«  Ensures that loT Edge modules are always running.

»  Reports module health to the cloud for remote monitoring.

«  Facilitates communication between downstream leaf devices and the loT Edge device.
«  Facilitates communication between modules on the loT Edge device.

-  Facilitates communication between the IoT Edge device and the cloud

B® Microsoft



loT Edge Runtime: System Modules

edge-agent:

Deployment & Container orchestration
Ensures module uptime

&

Azure Container Registry

edge-hub:

Communication to/from Azure loT Hub
Inter-module communication

Azure loT Edge device

2 yourEdgeDevice

) Module -

™
\

Azure loT Edge runtime

loT Hub

Module Module Module
Telemetry m_ < >
) . Insight | . Action
té\-émetryOutput inswghtlnpﬁt ms ightOutput aclionlﬁ'but )
Edge Hub

* Azure loT Edge runtime

Microsoft



Concept — Module

Container
repository

Device /devices/Hannover01
Module image Gt s
lives in the cloud d Meduienstance Modules  /devices/Hannover01/modules/insight
Modu\e\'mag}e
Device in Germany

Module instances @, Device /devices/Shenzhen01
run on-premises f -h{*‘ L SERS TR Modules /devices/Shenzhen01/modules/insightl

Modu\e?nstance Device in China /d@\/iC@S/Sh@ﬂZh@ﬂ(ﬂ/l’ﬂOdU|€S/mSight2

Device in China

Device in Germany

- A module image is a package containing the software that defines a module.

- A module instance is the specific unit of computation running the module image on an loT Edge device. The
module instance is started by the loT Edge runtime.

- A module identity is a piece of information (including security credentials) stored in loT Hub, that is associated
to each module instance.

A module twin is a JSON document stored in loT Hub, that contains state information for a module instance,
including metadata, configurations, and conditions.

SDKs to develop custom modules in multiple languages (C#, C, Python, Java, Node.JS)



Communication Patterns - Routing

Azure loT Edge device

Module Module Module

-
Telemetry 9 < >

Insi' ht Action
0 N

telemetryOutput insightlinput insightOutput  actionlnput

FROM /m.,odules/TeIemet /outputs/telemetryOutput
TO BrokeredEndpoint(\”/modules/Insight/insightinput\”)

FROM /modules/Insight/outputs/insightOutput
TO BrokeredEndpoint(\”/modules/Action/actioninput\”)

Edge Hub FROM /moduIes/In5|ght/outputs/|n5|ght0utpu:t TO Supstream

" Azure loT Edge runtime

FROM <source> WHERE <condition> INTO <sink>

Microsoft



Azure loT Edge security

Security is critical for loT devices

Azure loT Edge has an industry leading
security framework

» Secure boot

* Secret storage

* Correct workload

* Encrypted communication

« Secure execution (public preview)

« Security monitoring

Security
monitor

|
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loT Edge runtime
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Sensitive
code

Trusted Execution Env

Secure Boot and Updates

A

A 4

ROM Hardware security module

Secure Processor




Azure loT
Edge as a
Gateway
(Patterns)

Transparent

devicel

gateway

device? j

ALiitl

£ S MQTT, AMQP, HTTP

.
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device?&

Devices hold their own loT Hub
device identity and speak a
protacol understood by loT Hub.

-

MQTT, AMQP

Azure loT Edge runtime

Azure loT Edge runtime passes
communications between devices

and loT Hub.

Protocol translation gaeway

PENEEY

E  BLE, BACnet,

= }’j‘l‘!‘ﬁ_r&» Modbus, OPC-UA

j

Y w Proprietary

i

Devices do not hold their own
loT Hub device identity and
speak a variety of protocols

|dentity translation

translatior

Module

| Modules do the work of
sending/receiving data over
device specific protocols.

protocol

—_—
—_—
—»\

loT Hub

:L..

devices/
. 1 - devicel

- device?
- device3
- gatewayl

Logical device connections are
multiplexed over one physical
connection.

MQTT, AMQP

Azure loT Edge runtime

gatewayl

f% BLE, BACnet,
F
Shuuud

j Modbus, OPC-UA

Proprietary

-

:1 -
S
Devices do not hold their own
loT Hub device identity and
speak a variety of protocols.

-

Module

Modules do the work of
understanding the native
protocol used by the device as
well as providing loT Hub
identity for devices, storing
device state, and translating
loT Hub primitives into

| protocol specific functionality.

loT Hub
e "1
o O

\:L..

All devices and the gateway
have loT Hub identities.

devices/
- gatewayl

There is only one connection for
the gateway.

MQTT, AMQP

Azure loT Edge runtime

loT Hub
o "1
o O

:L..

The gateway is the only device
with loT Hub identity. This implies
it is the only device which has a

twin.

devices/
- devicel
- device?
- device3
- gatewayl

Logical device connections are
multiplexed over one physical
connection.

All devices and the gateway
have loT Hub identities.



Enabling intelligent edge spectrum

Sensors Constrained Industrial

Accelerated

Azure loT Edge requirements

Hardware sizing depends on workload
Flexible architecture — ARM or AMD64
Linux and Windows

* Moby-compatible container runtime



Two ecosystem programs

For ISVs: module marketplace

= Microsoft Azure

lutions

Azure Marketplace Apps

Browse apps

Get Started

Compute

Networking

Storage

Web

Mobile

Containers

Databases

Analytics

Al + Machine Learning

Internet of Things >
IoT Edge Modules
Connectivity
Storage

Integration

Security

Identity

Developer tools

Management Tools

Blockchain

Azure Active Directory apps

Consulting services Sell

Trials Operating

All v All

Sentiment Analysis
Container — Azure

Cognitive Services

o

on
s and in the cloud using

container support.

&

Azure Security Center
for loT

y Center mod
ss and analyze
rom your loT Edge

Azure Secur
collect,
security dat:

System
Sy

Unsupervised Anomaly
Detection Module

By BRFRame Inc

Insupervised Anomaly [
loT Edge Module (with P

<

VIDIA

NVIDIA DeepStream
SDK

By NVIDIA Corporation

loT container for NVIDIA
DeepStream SDK for NVIDIA
Jetson and T4 G

Pricing Model

pport

EETR— © ¥

All v All

Al Vision Dev Kit Get
Started Module

By Microsoft

Get it now (vl

RedisEdge

By Redis Labs

solutions

ecelver that will be activated on
startup and listens on the
configured UDP socket for UDP

R
Get it now ()

Simulated Temperature
Sensor

loT Edge module that simulates a
temperature sensor

Emmanuel R

For ODMs: device catalog

Azure Certified for loT device catalog - Preview

Find your loT device

Certified loT devices and starter kits tailored to your needs

you are looking for

Become a Partner Learn More

Microsoft

Azure

Certified

Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit

v Azure loT Edge CEC1x02DevBoard Industrial IoT Starter Kit

[ Edge Certified (coming soon)

Edge Capable

Microsoft Azure IoT Starter Kit

Industry

Device Type

Tested Compatible Sensors

(=]
wi
o:
=
ad

Tested Built-in Sensors

Operating System
Meshlium MXChip loT Devkit

R———
i

g

St

Connectivity

Secure Hardware

Device Security Services

1/0 Hardware Interfaces

Chip Manufacturers

Programming Languages

Industrial Protocols

Industry Certification

Cloud Protocol

\anee_caa1 ohAr €331

Grove Starter Kit for Azure
IoT Edge

() seeed

loT Wi-Fi node based on
STM32 NUCLEOL476RG

IS

Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit

Foc ann

teXXmo loT Button

XX

Amplified-FATBOX-G3

ARK-1123H

L=

ADVANTECH

Mczooe
Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit Azure loT Starter Kit

M5Stack lot kit

oy <®

FMPLlFIED

Snarbbion ThinoNa

©scnbar:.Bid



Azure |oT Central Edge Features

Azure loT Edge device
provisioning &
connectivity

Symmetric Key

Group Enrollments
X.509 Certs

Symmetric Key
Individual Enrollments  Xx.509 Certs

TPM

Azure loT Edge
Device Management

Module Management and
Edge deployments

and command & control

Per Module visualization
& insights

Module based rules &
triggered actions

—> Module Telemetry ingestion
a4
o
7
o**X

Device Relationships



Public preview feature:

Deploy loT Edge workloads on Kubernetes

Adds hardware failure resilience to
loT Edge deployments by
leveraging Kubernetes platform

features

Manage applications from loT Hub
with the same familiar app model

Automatic translation to
Kubernetes native application
model (pods, services,
deployments...)

Cluster can be shared by the
multiple edge devices

Deployment
download and
update

2-container
Kubernetes pod

1-container
Kubernetes pod

Module identity creation
(one-time)

e >
Credential
retrieval

Deployment
namespace

AN

6

J' 3
iotedged
o AT

7 -‘,__‘ . ‘x_‘\‘
A A

“u
2
proxy edgeHub
’ A .

\/ &

d e A
edgeAgent  proxy Module-A BRI
Kubernetes HA Fabric and API EdgeDeployment CRD o

Node 1 Node 2 Node 3

Learn more: aka.ms/iotedge-on-kubernetes



Built-in troubleshooting tool

LN ] osboxes@asbaxes:~

[osboxes@oshoxes ~]$ sudo iotedge check
Configuration checks

config.yaml is well-formed

config.yaml has well-formed connection string C f' °
container engine is installed and functional t
config.yaml has correct hostname O n I g u ra I O n
config.yaml has correct URIs for daemon mgmt endpoint

latest security daemon
host time is close to real time C eC S
container time is close to host time
! DNS server
Container engine is not configured with DNS server setting, which may impact connectivity to IoT Hub.
Please see https://aka.ms/iotedge-prod-checklist-dns for best practices.
0 an ignore this warning i DU are se ing DN erver per module in the Fdge deploymen
! production readiness: certificates
Device is using self-signed, automatically generated certs.

L]
Please see https://aka.ms/iotedge-prod-checklist-certs for best practices.
production readiness: certificates expiry P rOd u Ct I O n
production readiness: container engine
! production readiness: logs policy

L]
Container engine is not configured to rotate module logs which may cause it run out of disk space. read I neSS
Please see https://aka.ms/iotedge-prod-checklist-logs for best practices.

You can ignore this warning if you are setting log policy per module in the Edge deployment.

el s S S

host can connect to and perform TLS handshake with IoT Hub AMQP port . .

host can connect to and perform TLS handshake with IoT Hub HTTPS port

host can connect to and perform TLS handshake with IoT Hub MQTT port Con neCtIVIty
container on the default network can connect to IoT Hub AMQP port

container on the default network can connect to IoT Hub HTTPS port

container on the default network can connect to IoT Hub MQTT port Chec kS

container on the IoT Edge module network can connect to IoT Hub AMQP port

container on the IoT Edge module network can connect to IoT Hub HTTPS port

container on the IoT Edge module network can connect to IoT Hub MQTT port
Edge Hub can bind to ports on host

One or more checks raised warnings. Re-run with ——verbose for more details.
[osboxes@osboxes ~1$ |




Work with Azure loT Edge

loT Edge Overview & Features

Al on the Edge Overview

Tooling Support for loT Edge

Lab:
Set up and deploy an loT Edge Device
Developer Modules
Configure an loT Edge device

Developer Resources & Getting started



Time Series

Predictive
maintenance

Asset configuration

Sound

Speech

Predictive
maintenance

Vision

©

Camera as a Sensor

Workplace

Smart retail
safety

Smart city



Time Series Al




value of datapoint

Use ASA / SQL DB Edge for out-of-the-box time series Al

Azure Stream Analytics

«  Unsupervised models for inline learning and real-time

scoring

«  Easily invoked with simple function calls within query

language

« 5 types of anomalies detected: Spikes and Dips, Slow

positive/negative trend, Bi-level change

Level change, spikes and dips

=10

, _Slow positive trend & Trend Change

SQL Database Edge - Preview

-

value of datapoint
F

P

o 1000 2000 3000 4000 S000 &DO0D OO0 8000 SO00

th datapoint

W(
H
M o
i |

300 350 400

Choice of platform (Linux, Windows on ARM64, x64)
Time-series built-in

Al built-in (Python, R, Spark, Java)

Turn-key management

Unparalleled performances and security

200
180
160
140
120
100
80
60
40
20
0

Vulnerabilities (2010-2018)



Vision Al




In loT Computer Vision is about converting Cameras into Sensors

Retail Industrial Smart spaces

Workplace
safety =

Traffic ©
\‘\ ! : ; g 2 '

Access

con.fl’°|

inspection




Worker Health and Safety for
Construction and Manufacturing

Challenge

Difficult to enforce worker safety protocols
leading to avoidable injuries and deaths

Solution

People detection and tracking combined with
object detection identify unsafe conditions to
enable better enforcement of safety protocols




Several pre-built Al containers from Cognitive Services

n N
o

Custom Vision Face detection Text recognition
& Face recognition

Image Classification

: : http://aka.ms/visioncontainerspreview
+ Object Detection p:// / o



http://aka.ms/visioncontainerspreview

Azure loT Edge + NVIDIA DeepStream

—
\— —




Managing your data
S

: Telemetry (Al model output): RedisEdge e
Store and forward upstream via the |oT Edge runtime  fegsoos s reos cactecec e secesg saite detsbases

- Store and query locally with a database from the
Azure loT Edge marketplace. For instance, Redis,
SQLite or SQL server.

- Large files (images, videos): =
- Use a local blob store (same REST API as the cloud) Azure Blob Storage on
|DT Edge

- Blob store has auto-tiering and auto-purging capabilities o e
- Blob store includes store and forward for intermittent connections e co

- Use a storage gateway like Databox Edge

- It already syncs your data



Work with Azure loT Edge

loT Edge Overview & Features

Al on the Edge Overview

Tooling Support for loT Edge

Lab:
Set up and deploy an loT Edge Device
Developer Modules
Configure an loT Edge device

Developer Resources & Getting started



Azure loT Tooling support

<)
O
£

o Sty

Visual Studio

Azure loT Hub support in Cloud Explorer

Azure loT Edge Tools - Preview
Microsoft | 94zinstalls | & 1646 downloads | ¢ % ¢ % % (2)

Support to develop, debug and deploy Azure loT Edge Modules.

Azure Sphere Tools for VS

Connected Service for Azure loT Hub
Microsoft | e616installs | & 10,847 downloads | J v % % % (1)

Allows developers to connect to Azure loT Hub easily and with step-by-step guid

0600NE &

Visual Studio Code loT DevOps

Azure loT Tools
Microsoft | 984installs | = 990 downloads | ¢ % % % % (1)

loT Edge tasks for Azure Pipelines

The ultimate collection of extensions for working with Azure loT in VS Code!

Azure loT Hub Toolkit

Microsoft | 58.176installs | & 280,343 downloads | Y % % % % (5) |

loT Edge Jenkins plugin

Interact with Azure loT Hub, loT Device Management, loT Edge Management, loT Huk
Simulation, loT Hub Code Generation

Azure loT Edge

Microsoft | 28756installs | &, 145,630 downloads | v v ¢ Y ¥ (6)

Azure DevOps project for loT Edge

Develop, deploy, debug, and manage your loT Edge solution

Azure loT CLI Extension

Azure loT Device Workbench
Microsoft | 7.429installs | 2 25104 downloads | e J¢ 9 9 o (3) |

Integrated environment to enable easy development on loT prototype devices (e.g
DevKit. teXXmo loT Button, ESP32 and Raspberry Pi) with multiple Azure services.

iotedgedev CLI Tool

Arduino =3
Microsoft | 203980installs | = 766.018 downloads | v J ¢ v % (33) iotz

Arduino for Visual Studio Code



Develop Custom Modules with VS Code

":“_1_] Welcome - Visual Studio Code
File Edit Selection Wiew Go Debug Tasks Hel

Welcome X >azure iot Edge|

: New loT Edge Solution

: Add loT Edge Module

: Build and Push loT Edge Module Image
: Build 1oT Edge Module Image

: Build loT Edge Solution

: Create Deployment for loT Edge Device

: Create loT Edge Device

: Generate 10T Edge Deployment Manifest
: Generate loT Edge Setup Configuration File

: Log in to Container Registry

- Bestart 1T Fdoe



Work with Azure loT Edge

loT Edge Overview & Features

Al on the Edge Overview

Tooling Support for loT Edge

Lab:
Set up and deploy an loT Edge Device
Developer Modules
Configure an loT Edge device

Developer Resources & Getting started



loT Edge
Device

Azure loT Edge Deployment

Azure 1
loT Hub I‘_’;Q_.,




Create Azure Services and solutions to be deployed on the Edge

Azure loT Edge Deployment

Azure Container Registry

Docker Docker Docker Docker Docker Docker
Container Container Container Container Container Container

Azure o;.;' Azure Azure Azure Azure Azure Azure
loT Hub L Machine Cognitive Event Functions Stream sSQL
loT Edge Learning Services Grid Analytics Server

Device




Create containers and store them in a container registry like Azure Container Registry

Azure loT Edge Deployment

Azure Container Registry

Docker Docker Docker Docker Docker Docker
Container Container Container Container Container Container

——

Azure 035;:' Azure Azure
loT Hub L Machine Cognitive Event Functions Stream sQL
loT Edge Learning Services Grid Analytics Server

Device




Create a deployment manifest with Azure loT Hub

Azure loT Edge Deployment

Azure Container Registry

Docker Docker Dncker Docker Docker Dccker
Container Container Contamer Cﬂntamer Cnntalner Cuntalner

[ Deployment

Manifest
Azure o;,_.;' Azure Azure Azure Azure Azure Azure
loT Hub L Machine Cognitive Event Functions Stream SQL
loT Edge Learning Services Grid Analytics Server

Device




Create a deployment manifest with Azure loT Hub

Azure loT Edge Deployment

Azure Container Registry

Docker Docker Docker Docker Docker Docker
Container Container Container Container Container Container

Deployment

Manifest

Azure °§): Azure Azure Azure Azure Azure Azure
B8N loT Hub L Machine Cognitive Event Functions Stream SQL
loT Edge Learning Services Grid Analytics Server

Device




Deploy Azure loT Edge Enabled Linux VM

Linux VM

loTHub

Edge Runtime




Add an Edge Module and Deploy to Edge Device

Linux VM

Temp

Sensor

loTHub

EdgeHub

FROM /messages/* INTO $upstream
Edgeagent

Edge Runtime




Deploy Azure Stream Analytics on Edge

Linux VM

Temp

Sensor

Control
temperature
Alert

EdgeHub

loTHub

"telemetryToCloud": "FROM /messages/modules/tempsensor/* INTO $upstream”,
Edgeagent

"alertsToCloud": "FROM /messages/modules/asajob/* INTO $upstream”,

Edge Runtime

alertsToReset": "FROM /messages/modules/asajob/* INTO BrokeredEndpoint(\"/modules/tempsensor/inputs/control\")",
"telemetryToAsa": "FROM /messages/modules/tempsensor/* INTO BrokeredEndpoint(\"/modules/asajob/inputs/temperature\")"



Work with Azure loT Edge

loT Edge Overview & Features

Al on the Edge Overview

Tooling Support for loT Edge

Lab:
Set up and deploy an loT Edge Device
Developer Modules
Configure an loT Edge device

Developer Resources & Getting started



Learn more
aka.ms/azure-iot-edge

Get started
docs.microsoft.com/azure/
lot-edge



aka.ms/azure-iot-edge
docs.microsoft.com/azure/iot-edge

loT Edge Workshops

Visual Anomaly Detection over
multiple cameras with NVIDIA
Jetson Nano devices

https://aka.ms/iotedge-iva-workshop

A collection of resources for
connecting NVIDIA Jetson devices to
Microsoft Azure
http://aka.ms/jetson-on-azure



https://aka.ms/iotedge-iva-workshop
http://aka.ms/jetson-on-azure

Get Started Now!

Microsoft Learn learning paths
http://aka.ms/mslearniot

https://aka.ms/SecurelyConnectDevi
ceslLearningPath

https://aka.ms/IntroAzureloTLearningPath

Remotely monitor and control devices with Azure loT Hub LI100/X;
56 min « Module * 9 Units

ok &k K 47 (60)

Create an loT Hub device app, and a back-end service app. As a scenario, we use the monitoring, and

controlling, of the temperature and humidity of a cheese cave.

Sign-up for Build end-to-end loT solutions — Workshop Series

https://aka.ms/loT-online-workshop

«  Transform your business with loT

»  Devices and device communication — /oT Hub

»  Device provisioning at scale — Device Provisioning Service

*  Messaging processing, analytics, & business integration — Time
Series Insights, Event Grid, Azure Stream Analytics

*  Work with Azure loT Edge — loT Edge

2700 XP

Build the intelligent edge with Azure 10T Edge

1 hr 47 min remaining * Learning Path « 1 of 3 modules completed

Beginner Intermediate Advanced Developer Solutions Architect Azure 10T  Azure Portal Storage loT Hub
loT Central  |oT Edge  Time Series Insights ~Cosmos DB Blob Storage  Event Grid ~ Machine Learning Service

Azure Resource Manager  Virtual Machines ~ Azure Notebooks  Cloud Shell ~ Container Instances  Container Registry

Interested in running cloud intelligence on edge devices? This path is the place to start to learn how to use
Azure loT Edge to build IoT solutions that require having cloud intelligence deployed locally on loT Edge
devices. Azure loT Edge is a fully managed service built on Azure loT Hub. Deploy your cloud workloads—
artificial intelligence, Azure and third-party services, or your own business logic—to run on Internet of
Things (IoT) edge devices via standard containers. By moving certain workloads to the edge of the i
network, your devices spend less time communicating with the cloud, react more quickly to local changes,

and operate reliably even in extended offline periods.
In this learning path, you will:

e Learn more about how intelligent edge can unblock new scenarios
¢ Learn how to deploy a prebuilt modules to the Edge device

e Learn how an loT Edge device can be used as a gateway

Skills Learned in the learning path:

e Set up and deploy an loT Edge device
¢ Develop Modules

¢ Configure an loT Edge device



https://aka.ms/IntroAzureIoTLearningPath
https://aka.ms/IoT-online-workshop
https://aka.ms/SecurelyConnectDevicesLearningPath
http://aka.ms/mslearniot

Learn how to get started with loT

Building loT solutions with Azure Developer Guide
https://discover.microsoft.com/azure-iot-building-
solutions-dev-quide/

Microsoft Learn learning paths
http://aka.ms/mslearniot

Microsoft Learn is a newer learning platform that offers
sandbox online training

Azure loT Reference Architecture Guide
https://docs.microsoft.com/azure/architecture/reference-
architectures/iot/

This reference architecture shows a recommended architecture for
loT applications on Azure using PaaS (platform-as-a-service)
components.

Azure loT Docs
Getting Started, Tutorials, How-to guides, reference, whitepapers

iot

B Microsoft | Learn amee  cusines spplications  abowt  svowse al

Browie.

Browse learning

Learn new skill and discover the power of Microsoft products with step-by-step guidance. Start
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